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The development of the Internet has created and continues to create several 
opportunities for European businesses and citizens alike. Nevertheless, it has 
also raised new challenges which, if not addressed, will hinder the completion of 
Europe’s Digital Single Market, by undermining consumer trust in the ecosystem.

The proliferation of illegal content online constitutes one of those challenges. In 
particular, online counterfeiting has grown both in size and in scope over the past 
years. It puts consumers at risk, and undermines a wide range of economic actors, 
from the brands whose products are fraudulently copied, to SMEs who suffer 
from unfair competition, to governments who lose in terms of tax revenue.

However, today, fighting counterfeiting has primarily become a matter of consumer 
protection. As counterfeiting increasingly poses a threat to consumers’ health and safety, efforts 
need to focus on preventing products from reaching the market, as well as the ability to remove 
multiple listings and prevent repeat infringements.

The availability of goods online has been facilitated 
by intermediaries, including advertising services, 
social media, delivery companies, domain name 
registrars, search engines, marketplaces and 
payment services; these all operate as a platform 
between the manufacturer and the final consumer.

Although these are legitimate actors who provide 
services for a majority of responsible sellers, 
they also play a crucial role in the distribution of 
counterfeited products in Europe. Unfortunately, 
many of them have benefited from an exemption 
of liability in Europe and in the United States of 
America which prevents them from fully engaging in 
the fight against counterfeiting and, more broadly, 
illicit content online.

A number of voluntary initiatives in Europe have looked 
at specific types of intermediaries1, encouraging them 
to proactively engage in the fight against counterfeiting. 
However, while these initiatives may have had an impact on 
a limited number of intermediaries, none of them have made 
a significant impact on the broader problem, owing to the 
fact that a move to their less assiduous competitors is a click 
away - showing that there is a competitive disadvantage in 
wanting to do the right thing.

Counterfeiting represents
5% of all imports into the EU

by value2

Half of imported counterfeit
and pirated goods in Italy 
in 2013 were purchased 

unwittingly3

Out of the 10 most 
affected countries by 

counterfeit,
8 are European4

1 Such as the MoUs on the sale of counterfeit goods via the Internet and on online advertising 
2  OECD & EUIPO Report, “Trade in Counterfeit and Pirated Goods: Mapping the Economic Impact”, 2016
3 OECD, Trade in counterfeit goods and the Italian economy, 2018.
4  OECD & EUIPO Report, “Trade in Counterfeit and Pirated Goods: Mapping the Economic Impact”, 2016



The worrying growth of counterfeiting 
emphasises the need for all intermediaries to 
step up their efforts and implement three types 
of measures to fight online counterfeiting: 

1.  Proactive measures, to prevent the 
appearance of counterfeited products on 
the market;

2.  Reactive measures, to ensure the swift removal of counterfeited products and, where possible, 
inform consumers who have bought the products;

3. “Stay down” measures, to prevent repeated infringements. 

This document aims to present to policy-makers, enforcement authorities, and intermediaries 
themselves the horizontal picture of the fight against counterfeiting for all intermediaries, both in the 
online and physical world. It shows what industry can expect from different types of intermediaries 
to join forces in the fight against counterfeiting and thereby reinforce consumer trust in the digital 
environment.

A list of best practices is presented for each intermediary, keeping in mind their technological 
capabilities and specific role in the promotion and distribution of counterfeit goods. Real-world 
examples have been chosen to illustrate the concrete ways in which certain recommended measures 
have already been put into practice.

As today’s actors often offer a combination of different services (for example, social media platforms 
also provide advertising and e-commerce services, messaging apps also provide payment services, 
etc.), the best practices for any given actor can and should be drawn from different parts of the 
document.

Counterfeiting is no longer just about clothing and sporting goods. A recent 
report has shown that the most seized categories of counterfeited products 

are actually foodstuffs (24%) and toys (11%)6

Approximately half (50%) of 
counterfeit and pirated goods were 
intended for the secondary market

(hence presented as genuine)5

Just looking at 9 economic 
sectors, the EUIPO estimates 
a loss of 796 000 direct and 
indirect jobs and a loss of € 

14.57bn for EU governments in 
taxes and social contributions due 

to IPR infringement7

5 OECD, Trade in Counterfeit Goods and the UK economy: Fake Goods, Real Losses, 2017.
6 Report on the EU customs enforcement of IPR (2017).
7 EUIPO, Impact of counterfeiting and piracy: Sectorial studies, 2015-2017



HOW DO COUNTERFEIT GOODS REACH CUSTOMERS?



A FEW EXAMPLES OF BEST PRACTICES TO AVOID
COUNTERFEIT ITEMS FROM REACHING CUSTOMERS



Landlords

Proactive measures

• Implement due diligence checks to ensure a 
basic understanding of who tenants are (in-
cluding KYC programmes);

• Include lease provisions prohibiting ac-
tivities related to counterfeit and pirated 
goods and to evict tenants in the event of 
IPR crimes (promoted e.g. on notice boards 
or on website landlord operates to promote 
the market);

• Perform periodic inspection of tenants’ 

shops and stalls for obvious counterfeit and 
pirated goods. If necessary, report infringe-
ments to law enforcement authorities;

• Implement consumer education pro-
grammes in retail malls and formal/informal 
markets;

• Establish co-operative working relation-
ships with brand owners to facilitate the de-
tection of counterfeits, removal of infringing 
goods and sanctioning of those engaging in 
the illegal activity

BEST PRACTICES

EXAMPLES
• In the UK, the Real Deal Campaign is an example of a voluntary programme started by the 

National Markets Group for IP Protection in 2009. The campaign is a cross-sector, partner-
ship initiative, bringing together local authority Trading Standards services, market operators 
and traders, industry groups and brand owners, united with a common commitment to pre-
vent the sale of counterfeits in physical marketplaces.

• In Canada, the Pickering Markets in Canada contractually committed to sanction and evict 
vendors who are found to be selling counterfeits:

• Vendors who sell counterfeits, after notice that selling those counterfeit goods is a breach 
of their right of occupancy, will have their lease/right of occupancy terminated by the own-
ership/management of the market.

• Commercial agreements with vendors will include an express prohibition against the sale 
of counterfeit goods and express that the sale of counterfeit goods is a breach of the 
commercial agreement resulting in eviction. The Landlord has undertaken a programme 
to ensure that each vendor (current and prospective) signs off on the new terms of their 
commercial tenancy.

• The Landlord is prominently displaying large anti-counterfeiting signs which warn that the 
sale of counterfeit merchandise is not permitted, and providing an email address to report 
the sale of counterfeit merchandise.

A person or organisation that owns a building, an accommodation or an area of land 
and is paid by business users for their use



Express Delivery Companies
Companies that specialise in the transport and rapid delivery of documents, 

packages, and larger shipments of products

Proactive measures

• Develop cooperation and information-shar-
ing with customs authorities and right 
holders;

• Implement KYC programmes (including 
stricter data accuracy requirements);

• Require consignors to mention the brand or 
trade mark on the packaging and invoices in 
the case of branded goods;

• Establish contractual terms between oper-
ators and their clients that specifically call 
for the (infringing) client to bear the costs 
incurred due to the detention of counterfeit 
shipments;

• Advance electronic shipment information: 
transmit pre-arrival electronic informa-
tion to enable customs to perform risk as-
sessment and target shipments for further 
examination;

• Implement effective routines of conducting 
random inspections to:

• Check the authenticity of the goods 
sought to be transported;

• Verify the authenticity of the contact and 
location details provided by consignors 
and consignees; and

• Confirm whether the nature of goods be-
ing transported matches the description 
of goods (as declared) by the consignor;

• Track and trace systems: allow packages 
identified by customs as suspicious to be 
removed from traffic flows and then pro-
vided to customs/right holders for further 
examination;

• Provide customs with available relevant in-
formation that may be legally disclosed on 
shippers and consignees of shipments iden-
tified as containing offending goods;

Reactive measures

• Promptly handle notifications by customs 
authorities and right holders;

• Notify right holders and enforcement agen-
cies at shipment and delivery points when 
counterfeits are identified;

Stay down measures

• Close accounts of customers publicly 
identified by customs as repeat offenders. 
Logistics companies should have in place 
mechanisms for blacklisting consignors/con-
signees found to be involved in counterfeit-
ing activities.

BEST PRACTICES



EXAMPLE
DHL’s extensive Intellectual Property Rights control system includes the following four elements:

• Monitoring and reporting system:

• Maintenance of a Security Incident Database where all IPR infringing shipments identified 
by customs are logged in a Global Shipment Incident Database (SID) providing instant visi-
bility on the origin of the offending goods;

• Systematic follow-up on each logged violation with authorities in the location of shipment 
origin, and action taken on a local level;

• Handling of notices from right holders and enforcement authorities;

• Notification of right holders and enforcement agencies at shipment and delivery points 
when counterfeits are identified.

• Partnership with global authorities:

• Establishment of direct communication between senior government officials and joint op-
erations to share information targeting IPR activities;

• Based on information from national authorities, collaboration with law enforcement to con-
duct random shipment inspections for IPR items;

• Monthly reporting and conference calls between regional and headquarter operations to 
develop additional opportunities that isolate repeat offenders.

• Blacklisting of repeat offenders:

• Maintenance of an Offending Shipper List;

• Joint work with co-loader partners to isolate counterfeit shippers/transport operators.

• Education:

• Structured programme of regular visits to educate regional co-loaders on IPR infringement/
smuggling trends and tactics along with shipment security requirements;

• Continued educational cycle with local operatives and x-ray operators to maintain knowl-
edge and expertise in newly detected IPR/smuggling activities;

• Regular workshops and talks provided by customs authorities in IPR and anti-smuggling 
training to frontline operatives.



Postal operators

Proactive measures

• Develop cooperation and information-shar-
ing with customs authorities and right hold-
ers, including through development of joint 
operations against counterfeits;

• Implement KYC programmes (including 
stricter data accuracy requirements);

• Implement effective routines of conducting 
random inspections to:

• Check the authenticity of the goods 
sought to be transported;

• Verify the authenticity of the contact and 
location details provided by consignors 
and consignees; and

• Confirm whether the nature of goods actually 
being transported matches the description of 
goods (as declared) by the consignor.

• Require consignors to mention the brand or 
trade mark on the packaging and invoices in 
the case of branded goods;

• Train staff to help them detect and report 
suspicious shipments

Reactive measures

• Promptly handle notifications by customs 
authorities and right holders;

• Notify right holders and enforcement agen-
cies at shipment and delivery points when 
counterfeits are identified.

Staydown measures

• Implement mechanisms for blacklisting con-
signors/consignees found to be involved in 
counterfeiting activities.

BEST PRACTICES

EXAMPLES
• In France, some postal operators have signed a Charter on the fight against counterfeit 

with right holders (“Charte de lutte contre la contrefaçon – titulaires de droits, associations 
représentant des titulaires de droits et opérateurs postaux”) under the patronage of the 
French Ministry of Economy.

• This voluntary agreement includes measures such as the prohibition of counterfeiting in their 
general terms and conditions, participation in awareness-raising campaigns, regular collabo-
ration with right holders and trade associations, staff training, etc.

• Among the signatories of this Charter, Le Groupe La Poste has reinforced its coordination 
with the French Customs Administration. It now continually facilitates the actions of its in-
ternational customs officers and postal agents who physically check suspicious parcels and 
packages. In July 2011, La Poste and French Customs organised a joint operation against 
counterfeits for five days when customs and postal agents checked 100% of parcels entering 
the international office of exchanges in Paris from seven targeted countries: 4% of screened 
parcels contained counterfeit goods and 1500 articles were seized with an average of 22 
counterfeit articles per parcel. The Poste Italiane in Milan also organised a similar initiative.

Any public or private entity providing various types of postal services, 
including mailing and delivery services



Maritime Operators

Proactive measures

• Establish contractual terms between opera-
tors and their clients including specific pro-
visions on counterfeit distribution;

• Use their best efforts to ensure they inde-
pendently review their own terms of car-
riage to convey to customers their policy (or 
policies) on transportation of counterfeit 
goods;

• Implement KYC programmes (including 
stronger client data accuracy requirements), 
and verify the identity of a potential cus-
tomer by:

• Checking the customer’s legal existence 
and confirming its registered address;

• Looking into its registrations, for example 
VAT number, online footprint, legitimate 
bank account, etc.;

• Using dedicated databases, for example 
sources that provide data and information 
for credit reference checks and further 
verification.

• Perform due diligence checks and ongoing 
monitoring of customers;

• Use keyword search and usual suspicious 
routes in risk profiling to identify shipments 
with a higher risk of containing counterfeits;

• Identifying suspected high-risk customers/
shipments on the basis of the following 
factors:

• The ports of origin and destination of the 
shipment;

• Is it a first-time customer, or is it the cus-
tomer’s first-time shipping to a certain 
destination?

• Is the cargo’s nature in line with the cus-
tomer’s stated business?

• Has the customer been previously convict-
ed of having shipped counterfeit goods or 
otherwise involved in illicit trade? (This is 
to the extent that the maritime operator 
has their own information about any such 
involvement or the maritime operator has 
been informed by a third party based on 
official documents (e.g. judgments from a 
competent court, orders from a law en-
forcement agency or other competent 
public authority, etc.)).

BEST PRACTICES

Any entity that provides services in the maritime supply chain

EXAMPLE
• The “Declaration of Intent to prevent the maritime transportation of counterfeit goods” (DOI) 

is a voluntary, non-binding agreement between brand owners, international associations and 
maritime operators including shipping companies (Maersk, CMA CGM, MSC and APL), and 
freight forwarders (Expeditors and Kuehne + Nagel). The DOI is a public commitment from 
these companies to stop the carriage of counterfeit products aboard shipping vessels.

• The signatory working groups are actively developing Best Practices and protocols for opera-
tors throughout the maritime supply chain – the Best Practices in KYC have been published, 
while further practices in supply chain integrity and risk profiling are being developed.



Internet Access Providers

Proactive measures

• Include provisions prohibiting the sale of 
counterfeited products in their terms and 
conditions.

Reactive measures

• Terminate service to persons/entities en-
gaged in counterfeit or illicit (not complying 
with regulations) activities online.

• Communicate information on repeat of-
fenders to other internet access providers / 
right holders / law enforcement authorities.

Staydown measures

• Prevent repeat infringements.

BEST PRACTICES

EXAMPLE
• In 2004, members of the AFPI (Association Française des Prestataires de l’Internet) signed a 

Charter (Charte d’engagements pour le développement de l’offre légale de musique en ligne, 
le respect de la propriété intellectuelle et la lutte contre la piraterie numérique) with music 
industry stakeholders in order to prevent online piracy and foster cooperation.

• Signatories committed to:

• Organise a communication campaign with their subscribers to inform them of the “unlawful 
nature of the unauthorised exchange of files protected by the literary and artistic property 
and the risks involved”;

• Warn new subscribers about the dangers and illegality of piracy;

• Stop initiating advertising campaigns extolling illegal downloading or encouraging the ex-
change of protected music files;

• Send a personalized message to any subscriber offering or illegally downloading protected 
files;

• Immediately implement judicial decisions taken in identification and/or termination or sus-
pension of subscription;

• Only reference legal online music offers on their portals.

Companies that provide users with access to the Internet, 
via computer, smartphone or tablet



Hosting Providers
Companies that provide the technologies and services needed for third party content to be uploaded, 

such as servers and software tools to shape and store websites so that users can access them

Proactive measures

• Provide simplified access to abuse reports, 
as well as a designated abuse contact;

Reactive measures

• Handle notices from right holders and pub-
lic authorities in a timely manner;

• Promptly terminate hosting services to web-
sites engaged in counterfeit or illicit (not 
complying with regulations) activities;

• Confirm safe receipt of notices as well as 
termination of services to the sender of the 
notice;

• There should be no obligation for notice 
providers to contact the content provider 
(the infringer) before notifying the hosting 
provider;

• Communicate information on repeat of-
fenders to other hosting providers / right 
holders / law enforcement authorities

Staydown measures

• Prevent repeat infringement.

BEST PRACTICES

EXAMPLES
• The AFPI Charter mentioned in the examples for Internet Access Providers also provided for 

one-click reporting for child pornography or content inciting racial hatred on all community 
spaces.

• In order to better identify the commitments made in the Charter, the AFPI implemented 
the “Net+sûr” label. The members of the AFPI who respect the commitments of the Charter 
include the label on their portal and/or on any other communication medium. The “Net+sûr” 
label guarantees to offer parental control as well as easy access to:

• Organise a communication campaign with their subscribers to inform them of the “unlawful 
nature of t

• Information designed to help you better protect children on the Internet and to make them 
aware of the risks they may encounter online;

• An abuse reporting form on all the community areas of your provider, with a single click;

• An abuse reporting form on the search list pages of your provider’s search engine, with a 
single click.

• Currently, members of the AFPI are British Telecom, Can’L, Facebook, Google, Microsoft, 
Twitter and Vini.

•  http://www.pointdecontact.net



Domain Name
Registrars/Registries

Stay down measures

• Prevent repeat infringement.

Proactive measures

• Include a provision in their terms and con-
ditions prohibiting IPR infringements, both 
in the registration of a domain name in bad 
faith containing a registered trade mark and 
the use of a domain name to sell or promote 
counterfeit or in- fringing products;

• Implement KYC programmes (pre-check 
domain name registrants through stronger 
data accuracy requirements);

• Request appropriate justification and pro-
ceed to verification for attempted registra-
tion of a domain name containing a brand 
name or phrase registered by a right holder;

• Adopt risk-based scoring systems for reg-
istration, e.g. repeat infringing registrants/
payment accounts;

• Develop cooperation and information shar-
ing with authorities and right holders;

• Provide simplified access to abuse re- ports, 
as well as a designated abuse contact.

Reactive measures

• Suspend domains pending registrant jus-
tification response following repeated re-
quests from law enforcement and/or right 
holders relating to IPR infringement;

• Work with right holders/law enforcement to 
ensure legitimate access (in full compliance 
with the GDPR) to the contact details of 
registrants whose domain name(s) either (a) 
resolve to websites engaged in counterfeit, 
infringing or illicit activities, and/or (b) use a 
trade mark in bad faith; 

• Terminate services to sites engaged in coun-
terfeit, infringing or illicit (not complying 
with regulations) activities;

• There should be no obligation for notice pro-
viders to contact the registrant (the infring-
er) before notifying the registry/registrar;

• Implement search and enforcement applica-
tion program interfaces (APIs), which allow 
brand owners to conduct automatic scan-
ning and retrieval of listings, thereby greatly 
improving the efficiency of monitoring and 
review efforts.

BEST PRACTICES

Organisations that manage the allocation, registration and operation of Internet domain names, 
needed to ensure that only one person can control a domain name at one time



EXAMPLES
• EURid (registry for.EU) is a good example of a registry committed to a trustworthy and secure 

domain name space. It has developed domain name abuse prevention software that proac-
tively evaluates patterns pertaining to domain name registrations in order to predict, prior to 
activation, whether they will be used in an abusive manner. 

• SIDN (registry for.NL) is also a positive example in this regard. Recognizing the increase in.NL 
domains being used for fake webshops, SIDN has implemented measures to check the reg-
istration data of domain names used for suspect websites, which often turn out to be false. 
Giving false information is against SIDN’s terms and conditions, so it then asks the registrant 
to provide valid details and cancels the registration in case of no reply. 

• In addition to these types of software and verification actions, some registries offer tools 
for end-users to do the same type of monitoring on their own. For example, EURid offers a 
variety of tools for monitoring new registrations, such as lookalike services and a trade mark 
matching tool.

• Similarly, AFNIC (registry for.FR) has also recently improved the tool allowing users to map 
potentially abusive domains linked to their domain name portfolio. This tool allows for sys-
tematic monitoring, simplifies the notifications to registrars and registrants, and allows for 
follow up/reporting on the actions taken.



Advertising
Services Providers

EXAMPLES
• TAG, the trustworthy accountability group, has brought together the digital advertising sup-

ply chain with some of the world’s largest advertisers to address frauds in online advertising. 
This includes certifying verification tools and commitments from many members to use sup-
pliers that deploy them. See website here.

• In its ad services, Facebook takes the information concerning a notified advertiser and sys-
tematically uses it to proactively remove any associated ads or accounts.

Proactive measures

• Include terms in advertiser contracts in-
structing online placement services not to 
place advertising on websites that have a 
high-risk score for infringing activities;

• Implement KYC programmes for advertis-
ers (including running a pre-check to ensure 
that it is not a site or service selling predom-
inantly counterfeits);

• Use own or third-party content verification 
and database tools to identify IP-infringing 
websites;

• Implement additional verifications on ads 
listed by individuals or companies based in 
previously identified “high risk” countries 
for the distribution of counterfeit goods 
online;

• Improve measures for the monitoring of ads 
during their lifetime, including detecting the 
possible redirection of legitimate/approved 
ads to IP-infringing websites post-validation;

• Improve collaboration between trade mark 
owners and search advertising services in 
an open, consultative exchange to target 

counterfeit ads. (e.g. trade mark owners 
sharing with search advertising services new 
tactics or trends by counterfeiters targeting 
the trade mark owners’ brands);

• Search advertising services should take 
steps on an ongoing basis to educate trade 
mark owners as to their policies and proce-
dures for dealing with IP abuse;

Reactive measures

• Terminate non-compliant ad placements, in 
response to reasonable and sufficiently de-
tailed complaints or notices from right hold-
ers and advertisers

• There should be no obligation for notice 
providers to contact the content provider 
(the infringer) before notifying the hosting 
provider;

Stay down measures

• Track the financial instruments and other 
detail (IP address, personal data, etc.) of an 
infringing advertiser to prevent their re-reg-
istration and proactively sanction or remove 
any linked accounts.

BEST PRACTICES

Online services processing, selling, and placing paid and promotional content for their clients



Proactive measures

• Implement KYC programmes for advertis-
ers (pre-check to ensure that they are not 
promoting a site or service predominantly 
selling counterfeits);

• Take into account each notice received in 
displaying search results, demoting infring-
ing sites and taking into account the volume 
of notices in displaying search results, de-in-
dexing sites with many IPR infringing or illicit 
activities notices

• Filter suggestions of keywords linked 
to counterfeit (replica, brand-inspired, 
cheap…) in combination with a brand’s name 
(for natural and paid search results);

• Prevent terms that are closely associat-
ed with counterfeits from appearing in 
“autocomplete”;

• Develop collaboration with right holders, 
including through development of a trusted 
flagger programme, enabling right holders 
to report alleged violations of their rights 
easily;

• Deploy filtering technologies such as key- 
words-based filters (identifying websites 
containing keywords generally associated 
with counterfeits or goods sold illicitly);

• Provide a process for parties to notify “black 
hat” search engine optimization tactics 
should such sites appear in search results 
and use web spam tactics. Search engines 
should take action in relation to such sites 
consistent with their web spam guidelines;

Search Engines
BEST PRACTICES

Software systems that allow users to search for content on the Internet

Reactive measures

• Facilitate treatment of right holder notices:

• there should be no obligation for notice 
providers to contact the content provider 
(the infringer) before notifying the search 
engine;

• notices should be allowed in relation to all 
IPRs, and for any IPR-related concern or 
illicit website (such as illicit online pharma-
cies not complying with regulations);

• notice senders should be able to submit 
multiple infringements through the same 
notice when they relate to the same in-
fringement or content provider;

• requests for supplementary information 
should be made in good faith, should not 
go beyond what is required by law, and 
should not lead to an unreasonable or un-
due delay in taking down the notified ma-
terial. Excessive burdens on right holders 
must be avoided;

• upon receipt of a notice, the search en-
gine should send a confirmation of receipt 
to the notice provider;

• notices should be processed with due 
speed, preferably within a 48-hour maxi-
mum timeframe;

• the search engine should inform the no-
tice provider of its decision to act or not 
to act on the basis of the notice. 

• Terminate advertising services for any on-
line merchant knowingly engaged in the 
sale of counterfeit goods or selling goods 
illicitly



•  Demote sites which directly infringe rights, 
which redirect to those sites and infringing 
offers from e-commerce platforms

Stay-down measures

• Remove from indexes entire websites, do-
mains and sub-domains that:

• are subject to a court order requiring ISPs 
to block access to them;

• have been adjudicated by a court to be 
structurally infringing;

• are known to seriously, egregiously or re-
peatedly offer for sale counterfeit goods;

• Implement stay down measures, notably 
using content recognition tools/fingerprint-
ing to avoid resurfacing of previously taken 
down content;

• Provide relevant information to notice pro-
viders senders on the measures taken to 
ensure stay down.

EXAMPLES
• In terms of paid content on search engines, Google has a very well-developed programme to 

prevent bad ads and prevent those posting them from doing so again under different names. 

• While Google implements most of the best practices listed in this section, it is regrettable 
that they are only doing so for paid and not for natural/organic search. This strongly under-
mines their overall efforts. 

• In terms of organic content on search engines, a UK ministerial round-table led to a 
code that was adopted in Spring 2017. This is currently being expanded beyond the au-
dio-visual sectors that were the first signatories along with the search engines. The code 
looks both at the optimisation of legitimate sites, and the demotion of sites based on 
volume notices. (see UK IPO press release https://www.gov.uk/government/news/
search-engines-and-creative-industries-sign-anti-piracy-agreement).



Online Payment
Service Providers

Proactive measures

• Improve financial institutions’ due diligence 
processes, including vetting methodologies 
during account applications;

• Develop pattern recognition and criteria 
that could indicate red flags of overtly or 
egregiously illegal transactions through co-
operative efforts with right holders and en-
forcement agencies;

• Establish policies prohibiting the use of their 
services for the purchase and sale of goods 
that are determined to be counterfeit under 
applicable law. Such policies should include 
a “chargeback reason code” permitting the 
payee to receive a refund without returning 
the goods to the merchant where the goods 
have been determined to be counterfeit by 
the trade mark owner, a customs agency, a 
law enforcement agency, or another neutral 
expert.

Reactive measures

• Enable streamlined notice and takedown 
actions by employing easy and standardized 
notification methods for right holders. An 
example of an efficient reporting procedure 
includes, but is not limited to, a single email 

address or online reporting form through 
which trade mark owners can submit allega-
tions of counterfeit sales activity.

• Terminate payment processing services for 
any payment service provider or online mer-
chant shown to be knowingly engaged in the 
sales of counterfeit or pirated goods. 

• Where possible, freeze the infringer’s ac-
count with its assets. 

• Payment service providers may reserve the 
right to allow the website owner/operator 
to respond to the allegations and/or correct 
the alleged violation prior to responding to 
the trade mark owner or making a determi-
nation on appropriate remedies.

• Communicate information on offenders to 
other online payment service providers / 
right holders / law enforcement authorities

Staydown measures

• If services to an infringer are terminated, 
payment service providers should have in 
place policies for deterring the infringer 
from using another merchant account.

BEST PRACTICES

EXAMPLE
• The Canadian “Chargeback” programme is a successful strategy based solely on existing 

credit card counterfeit policies, which provide for full refunds to unknowing purchasers of 
counterfeits. The RCMP has partnered with banks, Visa/MasterCard, right holders and other 
LEAs, as well as, if possible, the public (victims). 

Companies that provide Internet businesses with electronic payment services, 
acting as an intermediary between merchants and financial institutions 



Online Marketplaces

Proactive measures

• Systematic and clear insertion in Terms of 
Service/Terms and Conditions that the sale 
of counterfeits and other IPR-infringing ac-
tivities is prohibited, will be monitored and 
will give rise to sanctions;

• Implement due diligence checks (contact 
information, banking details, etc.) of new 
vendors:

• Identity of vendors should be verified dur-
ing account registration, together with a 
clear notice that failure to provide

• Incorrect information will lead to account 
suspension, including at the request of a 
third party, in the absence of good faith;

• Verification that the vendor has not pre-
viously been excluded from the market-
place for IPR-related activities; 

• Require a cash security deposit from each 
new vendor as an authenticity certifica-
tion, specifying that it may be forfeited in 
case of a serious breach of the platform’s 
T&Cs, including IPR infringement;

• Require vendors to post listings using a 
photo of the item they are offering for 
sale; ban the use of copyrighted photos 
taken from the brand’s official website;

• Implement tools to prevent multiple ac-
counts by the same person/organisation 
without justification;

• Implement tools to identify “spambots”;

• Commercial vendors should include 

names and contact details in listings.

• Educate and raise awareness among ven-
dors and consumers of the risks regarding 
the sale/purchase of counterfeit goods, for 
example the need to check the authenticity 
of branded products; 

• Implement proactive measures, including 
pre-listing filtering of obvious counterfeits 
(based on packaging, volume, quantity, 
price, keywords, typographic errors…);

• Deploy filtering technologies such as key-
words-based filters (identifying keywords 
generally associated with counterfeits, sus-
picious text format and spelling, detection 
of URL shorteners…), image-based filters 
(digital fingerprinting, detection of blurred 
images, optical character recognition iden-
tifying text/QR codes in images), price or 
quantity-based filters, category-based fil-
ters (products that a given brand does not 
manufacture);

• Use big data to identify patterns of suspi-
cious behaviour and connections between 
apparently unrelated profile owners;

• Adopt appropriate, automated risk manage-
ment tools to identify high-risk behaviour 
and potential red flags, using data from right 
holders;

• Add search and enforcement application 
program interfaces (APIs) that allow trade 
mark owners to conduct automatic scan-
ning and retrieval of listings and seller 

BEST PRACTICES

E-commerce websites where products or services are provided by multiple vendor 
but transactions and other services are facilitated by the marketplace operator



information, thereby greatly improving the 
efficiency of monitoring and review efforts;

• Adopt a risk-based approach, requiring 
additional information from profile owners 
regarding their identity and the source of 
their goods where risk analysis identifies a 
high risk;

• Include infringing usernames as a reason to 
question/suspend/terminate a user profile 
account;

• Include misuse of photographs, blurring of 
logos, external links to infringing content 
and “coded” messages with IPR references 
removed, along with offers to manufacture, 
as reasons to question/suspend/take down 
listings;

• Develop collaboration with right holders, 
including through development of a trusted 
flagger programme, enabling right holders 
to easily report alleged violations of their 
rights;

• Prohibit concealment of relevant elements 
on the pictures (such as the identification el-
ements or the trademarks, to improve rights 
owners’ ability to authenticate the items.

Reactive measures

• Permit consumers, and not just right hold-
ers, to report fake goods; 

• Allow right holders to flag suspicious ac-
counts that may be hidden behind privacy 
settings;

• Cooperate in providing information on the 
existence of counterfeiters’ networks and 
major illicit players to right holders, even 
when the information is coming from the 
preventive measures’ results, in order to fa-
cilitate successful legal action; online trad-
ing platforms should interface on a regular 
basis with trade mark owners upon request 
to learn about infringements of a particular 
trade mark and how counterfeiters are get-
ting around current restrictions;

• Provide automated methods for right hold-
ers to locate infringements, for example by 
making available automated interfaces;

• Platforms should retain the purchase funds 
in a separate account until the purchaser 
confirms both reception and ac- ceptance of 

the product and only then release that mon-
ey to the vendor. If the purchaser confirms 
that the product is counterfeit, with provi-
sion of reasonable evidence, the purchase 
price should be refunded. Then the plat-
forms should signal it to the Online Payment 
Service Providers for further investigation;

• Adopt and implement simple, clear, precise 
and rapid measures for right holders to pro-
vide notice of infringement, based on objec-
tive criteria:

• Provide clear explanations of how to com-
plete and submit the notice, including 
minimum supporting documents to be 
provided;

• Accept notices in relation to all IPRs (trade 
marks, designs, copyright etc.) and for any 
IPR-related concern;

• Basic access should be available to all 
interested right holders and not only to 
some; enhanced assistance should be pro-
vided to right holders with a large volume 
of infringing listings.

• Facilitate treatment of right holder notices:

• There should be no obligation for notice 
providers to contact the content provider 
(the infringer) before notifying the hosting 
provider;

• Notice providers should be able to submit 
multiple infringements through the same 
notice when they relate to the same in-
fringement or content provider;

• Requests for supplementary information 
should be made in good faith, should not 
go beyond what is required by law, and 
should not lead to an unreasonable or un-
due delay in taking down the notified ma-
terial. Excessive burdens on right holders 
must be avoided;

• Upon receipt of a notice, the marketplace 
should send a confirmation of receipt to 
the notice provider;

• Notices should be processed with due 
speed, preferably within a 48-hours maxi-
mum timeframe;

• Upon the decision to act or not to act 
on the basis of a notice, the hosting ser-
vice provider should inform the notice 



provider accordingly.

• Notice senders should have to provide 
documentation (supporting documents 
etc) just once when sending notifications 
based on grounds already cited.

• Develop technical standards for notices and 
file fingerprints, enabling interoperability 
and reducing the impact of fragmentation 
across platforms;

• When the platforms are notified by differ-
ent right holders of an infringing seller, they 
should immediately consider this seller as a 
repeat infringer and implement the related 
policy

• Implement sanctions where products are 
found to be infringing:

• Contact the vendor and suspend listing 
and/or account as appropriate pending 
response within a reasonable timeframe. 
While the vendor must have the right of 
response/defence, e.g. to show good faith, 
the standard of proof should not be overly 
lenient;

• Inform a first offender that their account is 
now being actively monitored and any fur-
ther infringement will lead to a platform 
ban and require first-time infringers to 
undertake additional obligations as a con-
dition for continued use of the platform;

• Ban repeat infringers and prevent re-reg-
istration (identity check, IP address, bank-
ing information, etc.);

• Communicate this information to oth-
er platforms in the same group and 
right holders and/or law enforcement as 
appropriate.

• Rapid action regarding infringing listings:

• Inform customers who previously bought 
a product via that listing that it has been 
removed following a valid notice from a 
right holder;

• Removal of infringing products from all of 
the vendor’s listings.

Staydown

• Implement stay down measures, notably 
using content recognition tools/fingerprint-
ing to avoid resurfacing of previously taken 
down content;

• Provide relevant information to notice pro-
viders on the measures taken to ensure stay 
down

• Provide for disclosure of data about infring-
ers to right holders and law enforcement:

• Provide contact details of infringing pro-
file owners;

• Make available data on prior transactions, 
postings and any stock held in fulfilment 
centres;

• Details of infringing profile owners re-
moved through other means (e.g. law 
enforcement, internal audits, proactive 
measures, customer complaints).

EXAMPLES
• Some platforms implement already most of the best practices listed in this section which 

shows that online marketplaces do have the necessary technical measures at their disposal 
to effectively fight against illegal content.

• Some other examples of specific measures implemented include:

• On Tmall, Alibaba requires payment of a substantial security deposit from every store, a 
financial hurdle that helps to prevent potential bad actors accessing the site

• eBay and PriceMinister highlight vendor and consumer information about the risks as- so-
ciated with the sales of counterfeits;

• Alibaba and eBay require commercial vendors to include names and contact details in their 
listings;

• PriceMinister holds sale proceeds until the consumer confirms receipt and accepts the 
item;

• Since mid-2017, Alibaba improved notice processing to handle most notices within 24 hours. 
Within its trusted notifier programme it generally handles notices within a few hours.



Social Media Platforms

Proactive measures

• Applicable terms of service, content, and 
other guidelines should expressly and clear-
ly prohibit counterfeiting activities by us-
ers of social media sites. Social media sites 
should actively enforce these terms and 
guidelines by warning that, if reported, an 
infringing account can be closed and that 
repeated reports of infringement can lead 
to the user being banned from the site 
indefinitely;

• Social media sites should have a clear and 
effective, publicly available process to deal 
with the sale and offering of counterfeit and 
pirated products. Such process shall spec-
ify, at a minimum, the information required 
to be reported by the trade mark owner or 
user, which shall not be unduly burdensome; 
when, to whom, and how such information is 
to be reported; and the process by which 
and time frame within which the social me-
dia site or its agent shall act upon such re-
ports. Social media sites should conform to 
their stated process requirements.

• Adopt appropriate, automated risk manage-
ment tools to identify high-risk behaviours 
and potential red flags, such as:

• Filtering technologies such as key-
words-based filters (identifying keywords 
generally associated with counterfeits, 
suspicious text format and spelling, de-
tection of URL shorteners…) and im-
age-based filters (digital fingerprinting, 
optical character recognition identifying 
text/QR codes in images);

• Use big data to identify patterns of suspi-
cious behaviour;

• Tools to identify “spambots”;

• Tools to prevent multiple accounts by 
the same person/organisation without 
justification.

• Educate and raise awareness among ven-
dors and consumers of the risks regarding 
the sale/purchase of counterfeit goods, 
for example the need to check the au-
thenticity of branded products; 

• Provide automated methods for right 
holders to locate infringements, for ex-
ample by making available automated 
interfaces;

• Leverage financial and other data from 
different parts of the social medium (paid/
organic) to “connect the dots” and track 
down entire networks of illicit profiles/ac-
counts at a time;

• Collaborate with anti-counterfeiting 
organisations and consider placing an-
ti-counterfeiting campaigns on their sites 
to raise users’ consciousness of the risks 
and consequences of buying counterfeit 
goods;

• Include infringing usernames as a reason 
to terminate a user profile account;

BEST PRACTICES

Companies providing stand-alone or built-in media services facilitating the creation 
and sharing of information via virtual communities and networks



•  Develop collaboration with right hold-
ers, including through development of a 
trusted flagger programme, enabling right 
holders to report alleged violations of 
their rights easily;

• Allow right holders to flag suspicious ac-
counts that may be hidden behind privacy 
settings;

• Share relevant information with notice 
providers on the measures taken to en-
sure stay down;

• Cooperate in providing information on 
the existence of counterfeiters’ networks 
and major illicit players to the right holder, 
even when the information is coming from 
the preventive measures’ results, in order 
to facilitate successful legal action.

• When the social media sites are notified 
by different right holders of an infringing 
user, they should immediately consider 
this user as a repeat infringer and imple-
ment the related policy

Staydown measures

• Implement stay down measures, notably 
using content recognition tools/fingerprint-
ing to avoid resurfacing of previously taken 
down content:

• Require first-time infringers to undertake 
additional obligations as a condition for 
continued use of the platform;

• Ban repeat infringers and prevent 
re-registration.

Reactive measures

• Facilitate treatment of right holder notices:

• There should be no obligation for notice 
providers to contact the content pro-
vider (the infringer) before notifying the 
platform;

• Notice providers should be able to submit 
multiple infringements through the same 
notice when they relate to the same in-
fringement or content provider;

• Requests for supplementary information 
should be made in good faith, should not 
go beyond what is required by law, and 
should not lead to an unreasonable or 
undue delay in taking down the notified 
material;

• Upon receipt of a notice, the platform 
should send a confirmation of receipt to 
the notice provider;

• Upon the decision to act or not to act on 
the basis of a notice, the platform should 
inform the notice provider accordingly;

• Permit consumers/users, and not just right 
holders, to report suspected fake goods; 

• Develop technical standards for notices 
and file fingerprints, enabling interopera-
bility and reducing the impact of fragmen-
tation across platforms;

• Include infringing usernames as a reason 
to terminate a user profile account;

• Include misuse of photographs, blurring of 
logos, external links to infringing content 
and “coded” messages with IPR referenc-
es removed, along with offers to manufac-
ture, as reasons to takedown postings;

EXAMPLES
• For its user-generated content, Facebook uses pattern recognition to identify fake accounts 

(repeat posting of the same content, increase in messages sent…). Facebook also provides an 
efficient and timely notice and takedown system. 

• TenCent signed an MoU with UK China trade association CBBC and has put in place 
an IP Protection Centre which identifies the mix of technology and human respons-
es that it dedicates to copyright protection (see here: http://www.cbbc.org/news/
cbbc-and-alibaba-sign-strategic-agreement-on-ip-pr/). 

• Tencent’s WeChat has also stepped up its anti-counterfeiting efforts, whether it’s proactive-
ly deleting accounts dedicated to counterfeiting or improving its Brand Protection Platform. 



Messaging Applications

Proactive measures

• Use big data and machine learning to identi-
fy patterns of suspicious behaviour;

• Deploy account verification tools for busi-
ness accounts;

• Include infringing usernames as a reason to 
terminate a user profile account;

• Implement tools to prevent multiple ac-
counts by the same person/organisation 
without justification.

NB: content-based tools may not be available 
for instant messaging apps that use end-to-
end encryption. However, metadata may be 
available

BEST PRACTICES

EXAMPLE
• WhatsApp’s behavioural detection systems are not based on content analysis but rely on 

criteria such as the number of messages sent per minute as well as metadata related to the 
ISP, the phone number and network used.

• WhatsApp verifies business accounts: “A Business account with a green checkmark badge in 
its profile has been verified as “an authentic brand” by WhatsApp. A business account with 
a grey checkmark badge in its profile, meanwhile, has been confirmed to be using a phone 
number that matches the phone number of the business it claims to be owned and operated 
by. A business account with a grey question mark badge in its profile, however, indicates that 
the account hasn’t been confirmed or verified by WhatsApp.”

Platforms enabling messaging, calling and other services, 
most widely used via smartphone applications

Reactive measures

• Enable streamlined notice and takedown 
actions by employing easy and standard- 
ized notification methods for right hold- ers. 
An example of an efficient reporting proce-
dure includes, but is not limited to, a single 
email address or online reporting.

• Leverage information on notified accounts 
to proactively disable any associated 
accounts

Stay-down measures

• Ban repeat infringers and prevent 
re- registration.
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Disclaimer:

This report is a living document, which will be further refined and developed 
as more information becomes available. We recognise that this document is a 
compilation of best practices from various companies. As such they may not reflect 
the practices of all of the intermediaries, and they do not necessarily represent the 
views of one particular association or company.


